Abstract Electric Autonomous Vehicles (EAVs) promise to be an effective way to solve transportation issues such as accidents, emissions and congestion, and aim at establishing the foundation of Machine-to-Machine (M2M) economy. For this to be possible, the market should be able to offer appropriate charging services without involving humans. The state-of-the-art mechanisms of charging and billing do not meet this requirement, and often impose service fees for value transactions that may also endanger users and their location privacy. This paper aims at filling this gap and envisions a new charging architecture and a billing framework for EAV which would enable M2M transactions via the use of Distributed Ledger Technology (DLT).
Introduction
Vehicles, once considered mechanical boxes and used as a primary source of commuting, are now transforming into smart cars. With the massive introduction of software, modern cars are equipped with embedded sensors, actuators and computational capabilities, including communication and storage. This surge in the computation, communication, and automotive technologies gave rise to Intelligent Transportation System (ITS) realized through Vehicular Ad hoc NEtworks (VANET) [13] . Simultaneously, Electric Propulsion Vehicle (EPVs or EVs) were introduced to address the drastic increase of global greenhouse gas (GHG) emissions. Despite the numerous regulations that were made to address the ecological problem, technological solutions are also necessary to be used in synergy. If we also consider recent advances in the field of Artificial Intelligence (AI) we have all the instruments to potentially reduce human error in transportation systems by building self-driving vehicles. They are capable of autonomously steering, navigating, vehicle agile ma-try, primarily due to high transaction fees and scalability issues [24] . Machines will need to make micropayments between themselves, but in order to make them feasible, transaction fees should be very minimal, preferably non-existent. In addition, transaction confirmation times should be very short for the network to be scalable and ready to accept new transactions. Recently, the Tangle has been introduced [21] . It is the next step in the evolution of Distributed Ledger Technologies and is an underlying technology of the IOTA cryptocurrency. Based on a concept of a Directed Acyclic Graph (DAG), Tangle still serves as a distributed database, but it has three main advantages: it is scalable, involves no fees and allows for offline transactions. These characteristics of the Tangle and its cryptocurrency make it possible to become the backbone of the emerging Machine Economy.
With these concepts in mind, the cryptocurrency which uses the Tangle, IOTA, aims to become the backbone of the emerging Machine Economy, by allowing machines to trade resources (electricity in our case) and services with each other without the involvement of the intermediary.
Outline of the paper. This paper is focusing on the problem of charging Electric Autonomous Vehicles without human mediation using Distributed Ledger Technologies. The problem is open and its solution may have significant impact in shaping the society of the future. In this Section we have presented the general scenario of EAV and Distributed Ledger Technologies, with particular attention to IOTA, the cryptocurrency we are proposing for the payment method. In Section 2 we present the overall Architecture with discussion of the technological stack while in Section 3 we show the paradigmatic use case and what features the platform should exhibit. Section 4 introduces the technological complexities of the project, Section 5 discusses how to protect EAVs and CSs from malicious cheating in serving and billing, and Section 6 brings out some reflections and plans for the future. In this paper we define the vision and the architecture of our framework. The formal design of automotive system that can be applied to this case, has been described in [10] .
Platform Architecture
In this section we describe the overall system architecture and its organization as well as the proposed technologies. Figure 2 depicts the architecture consisting of three major layers:
1. Physical 2. Network 3. Services
Physical Layer
This layer encapsulates all the hardware components embedded in the CS used for sensing and gathering information about the charging process, as well as communicating with external entities. The core parts of this layer are:
The main sensor in the CS is the kWh meter as it measures the amount of electricity consumed by the EAV. Along with the current electricity market price, this data would be constantly used to calculate the total sum that the vehicle would pay to the service provider. The benefit of such an approach is that users get the exact amount of electricity they have paid for.
Moreover, knowing the current electricity rate could help us in adjusting the maximum power the EAV gets charged with, especially in the case of multiple CS using the same power source. The device used to perform such an operation is the Smart Electric Vehicle Supply Equipment (EVSE) [26] , previously referred to as EVSEC. This could deliver electricity in a controlled (smart) way, and contribute to the development of the Smart Grid [25, 4] .
Lastly, we use MC to transfer the information gathered by components of the Physical layer to higher levels of the architecture through the use of a communication protocol specifically designed for IoT, Message Queuing Telemetry Transport (MQTT). 
Network Layer
Since our scenario is composed of autonomous, dynamic decision-making CSs and vehicles, we suggest the communication between the entities in the system to be entirely peer-to-peer (P2P). Therefore, peers (EAV and CS) should have equal privileges [30] . In order to allow for P2P communication, we consider DLTs as a possible solution. In particular, we choose IOTA's Tangle as decentralized database that stores both data and value transactions. Communication module built in such a way would benefit from the wide range of possibilities for networking methods, as parties could transfer data and value either offline or online, depending on the protocol used. Since our architecture involves constant M2M communication with subscription behavior, we consider MQTT connectivity protocol to be the most appropriate choice for inter-device communication [12] . In our case, MQTT would ensure rapid transfer of both data and value with high throughput.
In order to allow value transactions in such a system, a more secure solution is needed. Recently, a bi-directional payment channel has been introduced which meets the requirements stated above and conforms to the MQTT protocol by nature. It is called the Flash Channel (FC) [9] , and it allows both resource and service providers to get paid for their services while they are performing them. FCs enable real-time streaming of transactions, and allow machines to branch-off the main network, transmit data and value via whichever protocol they find suitable (MQTT in our case), and then merge the results with the main IOTA Tangle. This means that there is no need to wait for transactions to be approved by the IOTA network. By using it, only the starting and ending transactions of the Flash channel will be published to the main network.
Once machines have finished transacting in FC, the final transaction, denoted as t f , becomes ready to be published on the Tangle. When this happens, t f has to verify two not yet approved transactions. It does so by performing computational work which is used to verify if the transaction is trusted or not. This process is called the Proof-of-Work (PoW). Similarly, other transactions t k =f , t l =k =f will find and verify t f . In order for any transaction t x =f to be approved in the Tangle network, two incoming transactions t y and t z have to verify it using their PoW. Such an approach removes the need for miners, and therefore enables feeless transactions. In addition, the network benefits from new transactions as they will verify two unapproved ones and thus improve the scalability of the system [21] .
Through the use of the Tangle, FCs and MQTT protocol for message transfer, the Network Layer would be able to transfer sensor data from the Physical Layer to the Services Layer rapidly and securely.
Services Layer
On the top of the architecture sits the Services Layer which makes use of the two layers described above to deliver services to both consumers and service providers:
• Charging services for EAVs • Data Insights for Service Providers
As end-consumers of charging services are not humans, but rather EAVs, we envision the application used for payment of the services provided, to be embedded inside the vehicle itself. This application would make the use of Global Positioning System (GPS) and Artificial Intelligence (AI) to locate the most appropriate Charging Stations. In addition, it would be responsible for initiating the charging process, broadcasting the amount of electricity needed and paying for services provided using its IOTA wallet. Lastly, once the charging process is completed, the application would close the payment channel and record the new wallet balance on the main Tangle network. This way, EAV would have its own wallet, and truly embrace the M2M Economy by automating the whole process.
On the other hand, service providers would benefit from the fact that they can analyze the data collected in real-time and gain useful insights. As state-of-theart NoSQL databases enable low latency, the data collected from the Physical and Network Layers in the process of off-tangle Flash transactions could be used for Machine Learning (ML) scenarios such as graphical demos, predictions and live billing analysis.
Our vision demands investment on the creation of Electric Roads (ER), meaning roads with electric strips that would allow charging on-the-go [11] . Wireless power transfer (WPT) has been around since Nikola Tesla [28] . In such a scenario, EAV would be able to charge without stopping at the station and without the need of any human interaction. The payment framework that we envision is based on IOTA. The ideal scenario is pictorially represented in Figure 1 . While the wireless method provides numerous benefits, and we consider it to be a more suitable long-term solution for EAV charging, its mass-scale deployment is not yet feasible at the moment [29] . Alternatively, regular Charging Stations (CSs) should be considered.
When the vehicles' Battery Management System (BMS) 1 indicates that the vehicle needs charging, the application embedded in the EAV starts searching for the most suitable CS nearby. It does so by performing AI algorithms based on both Cloud data gathered from various charging points and the current vehicle's location determined by the GPS.
Once arrived at the Charging Point, EAV authenticates with the CS by fetching its wallet address and establishing a secure payment channel, i.e. FC. The address fetched by the vehicle will be used for value transfer once FC has done all the preparatory steps. When the authentication step is completed and the FC is established, both parties have to deposit equal amount of IOTA into a multi-signature address controller by both parties. This step is mandatory as it would prevent parties from refusing to continue to sign the transactions. When these deposits are confirmed, FC does not interact with the network until the channel is closed. After both devices have successfully deposited funds inside a FC, EAV broadcasts the amount of electricity it needs to the CS. Networking layer processes the request and sends the data to the MC of the Physical Layer. When the CS gets this information, the charging process starts.
While EAV is getting the electricity from the CS, MC is using data from kWh meter to record the amount of electricity consumed. This data is then sent to the EAV's application via MQTT protocol, and the consumer pays the calculated sum through the FC. The transactions are stored in a local (preferably NoSQL) database with low latency. This enables service providers to perform ML algorithms on this data and gain useful insights in real-time. In addition, service providers could also benefit from live-billing analysis and charging process monitoring.
When EAV gets the amount of electricity it has asked for, or when the charging process is manually stopped, FC takes the latest state and spreads the remaining tokens across transacting parties. After each party signs the final bundle, it is then attached to the main network, i.e. the Tangle.
EAV's application records the end of the charging process, and sets its state to inactive.
The capabilities of IOTA are unprecedented and it is poised to revolutionize the current micro-economy; however, in the domain of connected and autonomous cars industry, there are challenges that need to be addressed. In this section, we focus on the general IOTA-related and EAV-specific challenges.
Adaptation. IOTA is still in its infancy and at the moment, it is struggling with growing the Tangle. Nevertheless, IOTA undoubtedly provides many benefits as opposed to blockchain, for instance no transaction fees; however, the adaption of IOTA among businesses is still a challenge and needs to address different issues such as best practices of cryptography (the absence of which may lead to security loopholes), conflict resolutions, approval of new members, and so on. It is, at least at the moment, premature to guarantee its adoption among the consumers and the businesses. In other words, it is still speculative what the future will bring for IOTA, but the signs are convincing that IOTA will become popular for micro-transactions provided that the underlying challenges are addressed.
Performance. Mining in blockchain is a time-consuming procedure with the growth in the network which renders it unsuitable for micro-transactions. IOTAthe successor of blockchain, on the other hand, performs better when the network grows. However, at the moment IOTA is not as adopted as much as blockchain and it will need time to grow. Therefore, we will have to wait and see how IOTA evolves in the years to come. Meanwhile, IOTA needs other means of increasing the performance as compared to its other competitors in the market. Furthermore, the performance challenge is also indirectly related to the consumer trust to the IOTA which means that unless consumers are satisfied, the network will not grow and subsequently, the performance will not increase.
Security. Currently IOTA has a "Coordinator" that is managed by IOTA Foundation and it protects users from malicious activities such as DoS and other attacks. However, when the IOTA network grows, IOTA Foundation is planning to remove the coordinator and completely rely on the Tangle itself. The current attacks that target IOTA are mainly based on the DAG where malicious nodes with enough computational power can create a sub-tangle which will cause the IOTA network to approve this malicious transaction. To deter this kind of attack, a strong reputation and validation mechanism is essential. Furthermore, in the current state, the coordinator keeps malicious nodes away from trying to launch different kinds of attacks such as the one discussed above and others such as parasitic chain attacks (where malicious transactions keep trying unless they are approved by the network even though with a very low probability) and other splitting attacks. However, when the network grows and the coordinator is removed from the IOTA network, it is imperative to address these security issues beforehand.
Trust Management. Reputation is based on the number of transactions through a particular node in Tangle. The greed for higher score will let malicious nodes to try as many transactions as they can. As aforementioned, this phenomenon could lead to the approval of malicious transactions. Therefore efficient and effective authorization and authentication mechanisms aided with reputation management are essential for IOTA.
Trust in Coordinator. The holistic centralized trust in IOTA Foundation where they guarantee the security and validity of transaction could also endanger the efficacy of IOTA. This phenomenon is also related to technical issues with the underlying "nuts and bolts" of the IOTA system, i.e. cryptographic protocols. It is always recommended to use the existing best practices cryptographic protocols; however, IOTA uses its own home-grown hash function curl. It is worth noting that there has been found vulnerabilities in the hash function used by IOTA which may endanger the trust in IOTA network. Furthermore, another problem with IOTA coordinator is that it is a closed source which gives no room for the application developers to maneuver. In order for IOTA network to excel, it has to consider these challenges before they decide to remove the coordinator from the network.
Threat Model
This section discusses how the proposed system would protect EAVs and CSs from malicious cheating during the settlement of payments. One key characteristic that makes the system we proposed in this article different is that it effectively solves the Guest-Host problem (GHP) This problem presents the case of a guest who wants to use a hotel room for some number of days and does not want to get billed for the service used it. On the other hand, the host should not get paid less than determined and agreed by both parties. In our case, we consider EAV as the guest, and CS as the host of the GHP problem.
We consider three main scenarios: (A) Guest tries to get more charge than it has paid for, (B) Host tries to bill the user more than it is agreed, and (C) Either side tries to benefit from the interruption of the charging process.
A. Guest tries to get more charge than he/she has paid for Problem. The most common scenario occurs when the guest gets the service as promised, but does not want to pay the settled amount of money. For this very reason, state-of-the-art electric CSs mostly require users to have special service cards tied to their bank accounts and often passports/national IDs 2 . This way the CS can ensure that the user will get billed. Thus, scenarios where EAVs first get the charge and then pay, are not convenient for service providers and are seldom used.
Solution. Our approach does not assume that someone should pay first. Instead, we look at the process of charging and billing as token streaming. Key idea is to have a system where both charging and billing are happening at the same time. That is, while EAV is getting the charge, it is paying for these services. Our solution leverages IOTA, and their bidirectional Flash Channels (FCs) for this specific use case.
As we have discussed, FCs enable instantaneous, high-throughput transactions. This fact is crucial in our scenario. Potentially, to be entirely sure that the system is fair, the number of transactions per second can be set. It would ensure that the users get exact amount of charge for the amount they pay. Additionally, IOTA, by its nature, is privacy-aware, as IOTA transactions do not include any personal information 3 .
Thus, the guest (EAV) can not get more charge than it has paid for. And additionally, the whole process of billing has numerous benefits, including, but not limited to: trust, fairness for both parties, transparency and privacy.
B. Host tries to bill the user more than it is agreed
Problem. While the state-of-the-art approach does in fact solve one aspect of the GHP (host does get paid), it can be easily seen that this approach is not perfect for the guest. First, EAV exposes its private information, then pays for the service, and in the end, has to trust the CS that it will deliver the promised charging services. And not only that, CS can hide the current market price, and bill users way more than they should be billed. Therefore, users must be able to see the price they are getting the electricity for.
Solution. Our proposed scheme solves this problem very effectively. At each point in time, users are billed with the amount of money which corresponds to the amount of electricity they get, as there are no fees. The whole process of charging and billing is transparent for the guest of the GHP. If the host tries to bill the guest more than it is agreed, that malicious activity can be easily identified, and the host could have reporting contract violation warning.
C. Either side tries to benefit from the interruption of the charging process Problem. One notable case occurs when either the guest or the host decides to quit the charging process by force. In traditional charging station systems, there are very few ways to deal with such a situation. What service providers do, is employ people to regulate the whole process that degrades the M2M concept.
Solution. As in the previous two cases, payment channels handle also provide a very elegant solution. Either side could terminate the charging process by force, and the only consequence would be that the channel closes. When that happens, CS constructs a bundle that takes the balance of the channel, and divides it amongst the channels users accordingly. These bundles are then attached to the network, and neither side benefits from this interruption.
Conclusions
The emergence of Intelligent Technologies is pervading every moment of our life. While cars themselves may externally look similar to decades ago (apart from design trend consideration), a dramatic revolution is happening inside the cabin. This revolution could be described by the single word: software. Software is becoming dominant, at times pervasive, of everyday existence. This certainly demands for high attention on privacy and ethical issues, however expands our possibilities beyond the unthinkable. The same way that we have intelligent portable devices, we have intelligent buildings [22, 23] that can significantly improve our lives or the lives of people with impaired capacities [20] , and so we are aiming at having intelligent cars. In this paper we discussed the synergy of three fundamental technologies: Autonomous Vehicles, Electric Cars and cryptocurrencies. What we propose is their cooperation in order to implement M2M charging with realization of a billing framework for EAVs via IOTA technology. Future work will involve the full realization of the vision here described, at first with a computer graphical simulation, and finally with a full scale development. After these three phases have been completed, we are going to present the project to authorities in order to upgrade the project to a larger scale. Further refinements could include a microservice-based architecture, aimed at increasing scalability [8] , which is already part of our research agenda. At a larger scale, the vision could be expanded foreseeing a marketplace of individuals and companies selling out energy in excess or energy generated precisely for this purpose. Once the technology will be in place, this would create a specific market run on the idea of cryptocurrency as a value-exchanger in a scenario where cars can drive and stop for charge in a completely autonomous manner.
